Data Security

Back to the Basics:
HIPA A Compliance 101

by Marissa Rufo | MZQ Consulting, LLC

ith a record high number of health care security
breaches reported in 2023 to the Department of
Health and Human Services (HHS) Office for

Civil Rights (OCR), it should come as no surprise that cyber-
security and the Health Insurance Portability and Account-
ability Act (HIPAA) have become hot topics for the health
insurance industry in 2024. While this is not a completely
new problem, since security breaches have increased year
over year for about a decade, it seems that the trend toward
using technology to aid in health insurance administration
may come with some pros and some even more costly cons.

In 2023, more than 540 organizations reported HIPAA
breaches that affected approximately 112 million individuals
across the country. Many of these HIPAA security incidents
involved third-party vendors that handled HIPA A-protected
information.! HIPAA garners most of its public attention
in relation to how individuals’ private health information is
handled in a medical provider setting. But the law also ap-
plies to health insurance administration and the various ac-
tors involved in the process—a compliance obligation that
many in the health insurance industry may have forgotten
in the midst of what feels like an ever-expanding list of ad-
ditional compliance rules for health plans.

The recent trend in HIPAA breaches emphasizes the im-
portance of revisiting (1) the basics of HIPAA compliance,
(2) what health plan advisors or sponsors can do to mitigate
risk when implementing new technologies and handling
HIPAA-related information, and (3) what this all means for
health plan fiduciaries.
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What Is HIPAA?

HIPAA was enacted to create uniform standards for elec-
tronic health care transactions and security when handling
protected health information (PHI). The law—much like
the technology that spurred its creation—has evolved in the
decades since its inception, with requirements added by the
subsequent enactment of the Privacy Rule, the Security Rule,
and the Health Information Technology for Economic and
Clinical Health Act (HITECH).

For health plan sponsors and administrators, it is particu-
larly important to define and understand to whom and to

AT A GLANCE

e |n 2023, more than 540 organizations reparted breaches of
the Health Insurance Portability and Accountability Act
(HIPAA) that affected approximately 112 million individuals
across the country. Hacking-related data breaches increased
239% between January 2018 and September 2023.

e The HIPAA Privacy Rule governs how health plans allow par-
ticipants to access their protected health information (PHI),
while the HIPAA Security Rule sets national standards for
how plans must protect PHI and keep it confidential.

e Strategies that health plans should consider to help them
remain in compliance with HIPAA include knowing the ba-
sics, building out HIPAA policies and procedures, using mul-
tifactor authentication, obscuring PHI and ePHI, and running
penetration testing.



what information HIPAA applies. This will help these enti-
ties strategize to ensure that the data related to their health
plan does not fall victim to a HIPAA breach.

The following is an outline of the basics of HIPAA.

The Privacy Rule

The HIPAA Privacy Rule was issued in December 2000
and laid a framework of rules regarding the access of PHI
for covered entities, including health plans. Health plans
must allow plan participants access to their PHI upon their
request as well as transmit such information to any other
identified entities. Further, they must ensure that informa-
tion transmittal—whether on paper or electronic—is done
in a protected manner.

What Are PHI and ePHI?

HIPAA and its regulatory additions were designed to
keep PHI from falling into the wrong hands while a health
plan is being administered. Not every piece of information
collected in health plan administration is considered PHI.
The test for what constitutes PHI can be broken down into
two parts:

1. Is the information individually identifiable? Individ-
ually identifiable means that the information could
be traced back to a particular person and likely con-
tains demographic data related to an individual’s
past, present or future health care, medical condi-
tions, etc. This information does not have to directly
name or identify an individual to meet the defini-
tion of individually identifiable information. For
example, if information referred to an individual
under the group health plan who suffered a cata-
strophic health event in the month of January of that
year, and there is clearly only one employee who
would fit that definition at the organizational level,
that information may be categorized as individually
identifiable.

2. Is the individually identifiable health information in
the possession of a covered entity? Health plans—
whether individual or group plans—are considered
covered entities, including major medical, dental, vi-
sion, prescription drugs and supplemental benefits.

The vendors involved in plan administration as well as
the plan sponsors should be aware of the HIPAA rules and
prioritize the security of plan participant information.

Electronic PHI (ePHI) is PHI that is created, stored, trans-
mitted or received in electronic format or media. Understand-
ing what constitutes ePHI is important when strategizing
and implementing security standards for health plan informa-
tion to comply with the HIPAA Security Rule. While all PHI,
whether in electronic format or paper, must be held to the
same security standards, ePHI and the evolution of technol-
ogy in health plan administration have created a different level
of potential risk for organizations and plan sponsors.

The Security Rule

The HIPAA Security Rule was enacted in February 2003
and set national standards for how to protect and keep
confidential PHI and ePHI. To remain in compliance with
HIPAA, health plans and their business associates must im-
plement a HIPAA compliance process and associated proce-
dures within their organization that ensures that the storage
and transmittal of PHI and ePHI is done safely.

The Security Rule was originally drafted to allow for flex-
ibility in business decisions for health plans as they adopt
and implement a variety of technologies. While innovation
in health plan administration is always welcome, the rule
outlines the importance of not innovating yourself out of
compliance in the process.

HITECH, HIPAA’s Cousin

HITECH was enacted in 2009 and expands on the HIPAA
Privacy and Security Rules. HITECH provides direct regu-
lation of business associates (and identifies them as being
subject to the rules of HIPAA) and increases the require-
ments for responding to breaches. Most notably, HITECH
also expands on the governmental authority to enforce these
compliance regulations and access civil penalties when orga-
nizations are not in compliance.

What Is a Business Associate?

A business associate is a person and/or organization out-
side the covered entity that performs certain functions on
behalf of the health plan that may involve the use or disclo-
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sure of PHI/ePHI. Common functions of business associates
include claims processing, plan data analysis, utilization re-
views and reporting, and plan billing.

When a plan functioning as a covered entity uses a con-
tractor to perform business associate services or activities, it
must have certain protections in place outlined in a business
associate agreement. While contractual in nature, this agree-
ment must outline the use and disclosure of PHI and the
safety procedures utilized by both parties in the agreement,
including any data information technology utilized, data
storage operations and rules, and what each party should do
in the event of a breach.

HIPAA Breaches and Notification

The HIPAA Breach Notification Rule outlines the pro-
cess of reporting HIPAA breaches to HHS and/or the Fed-
eral Trade Commission (FTC) where applicable. A breach is
defined as any impermissible use or disclosure of PHI/ePHI
that compromises the security or privacy of the information
accessed.?

Not all HIPAA breaches are created equal though, and
some exceptions apply for reporting a breach. The HIPAA
breach notification exceptions are as follows.

1. The access or use was made in good faith and within

the scope of authority of the accessing individual.

2. An inadvertent disclosure happened between two au-

thorized persons, and/or

3. There was a good faith belief that the unauthorized

personnel who received the information would not
have been able to retain the information.

Assuming that the breach does not fall within the excep-
tions mentioned, the covered entity must notify the affected
individuals, the HHS secretary and (in some cases) the pub-
lic media after it is discovered. The requirements of those
rules vary.

The rule for notifying affected plan participant individu-
als requires that notices be furnished whenever the discovery
of a breach is made. The HIPAA Breach Notification Rule
for affected individuals also contains specific timing require-
ments to remain compliant. The rule for notifying the HHS
secretary applies to HIPAA breaches that affect 500 or more
individuals and includes notification timing requirements to
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remain compliant. Lastly, the rule for public media notifica-
tion for HIPAA breaches involves a breach that consists of
500 or more affected individuals that reside within the same
state or jurisdiction. The last scenario, as one can imagine,
would be the worst case because the party that suffered the
breach must notify the media and suffer the consequence of
the bad publicity often associated with it.

HIPAA and Cybersecurity

Throughout the 2000s, innovation and technological de-
velopment have shaped how industries, including the health
insurance industry, provide services for their customers.
While embracing technology and creating patient-facing
online capabilities may be a consumer-friendly solution to
improving services, it may also be a sitting duck for cyberat-
tacks and HIPAA breaches.

In 2023, the majority of breaches publicly listed by HHS
OCR were reported by health care providers, with 358 in-
cidents affecting 35 million individuals. Business associates
reported 112 incidents affecting 59 million individuals, and
health plans reported 82 incidents affecting 15 million indi-
viduals.

OCR reported a 239% increase in hacking-related data
breaches between January 2018 and September 2023.° A
trend toward employing digital recordkeeping and cloud-
based services to help vendors and plan sponsors administer
health plans, while efficient for customer service, has also left
them vulnerable to hackers seeking PHI/ePHI. Prior to the
health technology boom that has been taking over the in-
dustry, individuals’ PHI was more likely to be kept on paper
in one location or stored locally on an electronic system that
would require physically stealing equipment to retrieve it.

Compared with breaches attributed to theft and unau-
thorized access/disclosure, the hacking/IT incidents account
for about 60-80% of all reported HIPAA breaches annually.
As technology evolves and companies no longer exist in
singular brick-and-mortar environments, data storage and
management has adapted as well to support organizations
in web-based or hybrid working environments. The “cloud,”
while a fun word used to refer to a system of integrated data
management across systems, is also full of stormy possibili-
ties if it is not managed correctly. Much like the clouds in our



sky, they are both helpful and harmful
at times. Cloud data management is a
phenomenal resource to centralize data
management and improve accessibil-
ity for individuals at a company, but
without proper security measures, it
can also increase access points for bad
actors.

To underscore the potential vulner-
ability of this tool, many of the recent
hacking-related breaches come in the
form of ransomware attacks. As the
name suggests, ransomware is a type of
malware or malicious code that hack-
ers plant to hold the victim’s data and/
or device “hostage” and then require a
ransom to regain access to it. As protec-
tions have improved, hackers have re-
fined their strategies; attacks with ran-
somware now often also target known
backup servers as well so the victim or-
ganization cannot even restore its data
unless it complies with the hacker's de-
mands.

Even entities that protect themselves
can be impacted if third-party vendors
are attacked. For example, in 2023, Na-
tionsBenefits Holdings, LLC, which
provides administrative services to
several well-known insurers, suffered
a data breach when cybercriminals at-
tacked a third-party data vendor. The
breach resulted in unauthorized ac-
cess to individuals’ PHI. While this is
an example of a severe HIPAA breach,
there are some positives to glean from
the incident. NationsBenefits’ team was
able to identify a potential breach prior
to receiving notification from its ven-
dor, thanks to security controls already
in place to prevent potential breaches

from occurring and continuing. The

company then acted swiftly in notify-
ing its data vendor and began its own
internal investigation. Since the breach,
NationsBenefits has stated that it has
strengthened its
taken its managed file transfer (MFT)
servers permanently offline and is no

security measures,

longer relying on the vendor to provide
file transfer solutions.

Using this example as a test case, one
can see how quickly the domino effect
of a cyberattack and HIPAA breach can
affect the various group health plan ac-
tors. Even though NationsBenefits had
security protocols in place for itself,
it still suffered a substantial HIPAA
breach. How does this relate to compli-
ance measures? The answer is simpler
than one might imagine. With proper
HIPAA compliance in place, the nega-
tive impact of events like this hack can
be vastly lessened, and the steps to pre-
vent them from happening are not as
difficult as one might think. For more
information, see the "Five Tips" section
beginning on page 16.

Enforcement

The enforcement of HIPAA com-
pliance is done in a few different ways
that span from government actions to
private actions of plan participants.
HIPAA enforcement at the federal gov-
ernment level is accomplished through
the HHS OCR office or through the
Centers for Medicare & Medicaid Ser-
vices (CMS) National Standards Group
(NSG).

Office for Civil Rights
OCR has the primary authority to
investigate and enforce the HIPAA

Privacy and Security Rules. The agen-
cy’s investigations start in one of two
ways—Either a breach was so large that
a report to HHS is required, or some-
one may report an entity to HHS for
potential HIPAA violations. OCR pri-
oritizes HIPAA complaints how one
might imagine. Large breach notifica-
tions are an immediate red flag to in-
vestigate what has happened and how
to take corrective action. Anonymous
reports to OCR may result in an in-
vestigation and enforcement action, or
they may be resolved before OCR initi-
ates an investigation at all.

CMS NSG

The CMS NSG compliance review
program was established in 2019 to aid
in the enforcement of HIPAA compli-
ance on behalf of HHS. The program
focuses on a select number of random-
ized audits of health plans and clear-
inghouses. Health plans chosen to par-
ticipate in these compliance audits will
receive the findings of their audit. If
noncompliance issues arise, these plans
will be referred to HHS for guidance
and potentially corrective action plans
to remedy the issues.

The CMS NSG office publishes its
annual findings, including trends in
HIPAA violations based on that year’s
audits, as well as educational material
on how to better achieve HIPAA com-
pliance.*

Enforcement Penalties

When a HIPAA violation is found
and confirmed, the result from an en-
forcement perspective will be the same.
The plan sponsor and/or breach party
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will be responsible for civil penalties assessed by HHS as well
as the potential private action rights and monetary penal-
ties that may be the result of a lawsuit related to the HIPAA
breach. These HIPAA breach incidents can become very
costly very quickly for the noncompliant party. Further, it is
important to keep in mind that violation penalties are based
on severity of the incident and culpability of the breaching
party (e.g., whether it knew, should have known or were just
negligent in the incident).

The following real-world examples illustrate how these sce-
narios play out and how costly HIPAA breaches can become.

Anthem, Inc.®

In 2015, health insurer Anthem filed a report with the
OCR detailing a breach of its IT system that resulted in hack-
ers stealing the ePHI of almost 79 million individuals over
the span of approximately two months. The breach resulted
in a class action lawsuit settlement of $115 million to the vic-
tims of the breach and a $16 million settlement with OCR
with the promise of a corrective action plan. OCR’s investiga-
tion revealed not only impermissible disclosures of ePHI, but
that Anthem failed to conduct a risk analysis, had insufficient
procedures in place and generally failed to create a compliant
system with adequate security in place for its ePHI.

True Health New Mexico Inc.8

In 2021, True Health New Mexico, a New Mexico-based
health insurance provider, discovered and reported a breach
that affected almost 63,000 members of its health plans. Dur-
ing the investigation, it was discovered that unauthorized in-
dividuals accessed the company’s network and used ransom-
ware to access the ePHI of the identified members. A class
action lawsuit settlement was reached in which potentially
62,982 True Health patients could collect up to $330 million
in damages.

Excellus Health Plan, Inc.”

In 2015, Excellus Health Plan reported a breach that was
later discovered to have spanned from December 23, 2013
through May 11, 2015. OCR’s investigation revealed that the
breach consisted of access to around seven million health
plan members and approximately 2.5 million members of
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the plan’s subsidiaries. According to an HHS press release,
cyberattackers gained unauthorized access to the plan’s IT
systems and installed malware and conducted reconnais-
sance activities. The OCR investigation revealed that the
health plan was potentially noncompliant with five major
standards of the HIPAA rules, was lacking in the technical
policies and procedures necessary to keep its ePHI safe, and
most notably failed to conduct an organization-wide risk
analysis. The incident resulted in approximately $5.1 mil-
lion in penalties to settle the HIPAA violation and a class
action lawsuit that resulted in a settlement for approxi-
mately $4.35 million after about a decade of legal battles
surrounding it.?

Five Tips for How to Get Hip With HIPAA

The following are best practices and simple ways to assess
a plan’s current HIPAA compliance and risks.

1. Start With the Basics (Know the Rules)!

Plan sponsors should start by getting familiar with
HIPAA’s rules and requirements. To do so, they should make
sure that their team goes through basic HIPAA training.
HIPAA training will provide a more in-depth education on
the Privacy and Security Rules as well as guidance on build-
ing the framework for the company’s HIPAA compliance
strategy, including who on the team will be directly involved
in the day-to-day monitoring of systems and information. In
addition, it is important to note that someone in the organi-
zation should be designated as the HIPAA compliance officer
and/or the primary personnel in their organizational role in
charge of HIPAA compliance.

This person should oversee ongoing HIPAA compliance,
monitor organizational security and be the individual to
whom potential breaches are reported. Having proper secu-
rity measures set up is of no use if there is no one making
sure they remain in place. Even the best system is susceptible
to hacks, so organizations need to have identified personnel
ready to respond when an incident occurs.

2. Build Out HIPAA Policies and Procedures
If they have not already, those involved in the administra-
tion of a health plan will need to create the internal processes



and procedures the plan follows to remain in compliance
with HIPAA.

These may include strategies such as:

o Monitoring and reporting PHI and ePHI access:
Health plans should track who sees PHI and ePHI (ex-
amples of which include claims information as well as
plan participant eligibility and enrollment) and track
when they see it on their company devices and access
points. They should also run quarterly reports on all
access activity related to PHI/ePHI—This will be very
helpful if a breach occurs.

 Ensuring that business associate agreements (BA As)
are in place: Does the organization have written BAAs
in place where necessary, including between other
business associates and subcontractors? While not re-
lated to IT security measures, having BAAs in place is
of utmost importance when outlining the roles of ven-
dors and plan sponsors and the liability owed to each if
there were to be a HIPAA breach occurence.

« Utilizing device encryption software: Device encryp-
tion runs in the background of a system to help protect
plan data. A commonly used system is BitLocker,
which is available as a Windows feature on Windows-
enabled devices.’ These types of internal security mea-
sures are essential to preventing unwanted parties
from accessing information related to health plans and
participants.

+ Using a password management system: These not
only help individuals within the team store all their
passwords securely but also allow for new and safer
passwords to be generated at regular intervals, making
it harder for hackers to gain access. As hackers become
more sophisticated, the tools available to combat them
do as well. Plans should consider using a password
management system that both ensures safer passwords
and tracks out of the ordinary activity in password in-
puts.

3. Utilize Multifactor Authentication

Traditionally, multifactor authentication (MFA) was done
with just a username and password; however, cyberattacks
have become more sophisticated and this strategy is no lon-
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ger enough to keep ePHI and PHI safe. Sometimes referred
to as two-step verification, MFA now incorporates an appli-
cation or website to verify the user’s identity further, with
items such as a time-sensitive personal identification num-
ber (PIN), passcode, facial recognition, etc. Many online
banking platforms and financial sites have already begun us-
ing these types of security requirements for account access.

4. Obscure PHI and ePHI

There are technical strategies available to make it more
difficult for hackers to access the PHI within a system, such as
obscuring PHI. Think of this like making the hackers unlock
a box, locked inside another box, all with different passcodes
to get in. The more layers of protection you force outside in-
dividuals to get through to access the PHI, the safer it will
be. In 2023, a significant number of large, health care-related
security breaches were the result of hackers gaining access to
the key to a commonly used data file transfer service named
MOVEit. Once the hackers figured out the flaw within the
system, they were able to hack millions of instances of PHI
across numerous systems, the impact of which is not even
fully understood yet.

As the investigation into the MOVEit breach incident
continues, some trends have been discovered. In particular,
many of the individuals affected were using the MOVEit file

transfer services with minimal to no additional protections,
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which enabled the hackers to easily access additional pieces
of their systems through that one entry point. And while
no one can create a system that is 100% secure from any
HIPAA breach/hacking incident, organizations can take
steps to protect the PHI within their systems, even when a
hacker gains access to a portion of it. Obscuring PHI and
not allowing it to linger in places such as file transfer ser-
vices or web-based servers outside the organization can
greatly improve the chances that hackers don’t gain access
to unprotected PHI (or, if they do, it is only a small recently
transferred PHI data set).!?

5. Run Penetration Testing

Penetration testing, sometimes referred to as “pen testing,’
is a security exercise in which a cybersecurity expert attempts
to find and exploit vulnerabilities in IT systems. Imagine hir-
ing a hitman, except their “hit” is the plan’s own technical sys-
tems. If they are successful in their efforts, then the plan knows
where the problems lie within the system. There are multiple
types of penetration testing available and numerous compa-
nies that specialize in this security testing method."

Closing Thoughts

HIPAA compliance has grown to be a daunting task for
many organizations to meet. The complexity of the rules
pertaining to PHI/ePHI, as well as the speed at which tech-
nology has developed, combined with the lack of discussion
around HIPAA compliance in recent years has left many
organizations at risk of a security incident. However, the
Departments (i.e., HHS, CMS) are making HIPAA compli-
ance and enforcement a priority in 2024.

With various ways to get hung up on a HIPAA compli-
ance issue, it is important to note that there is help avail-
able to take steps in the right direction. The Departments
have released various educational resources online in the
form of self-help tools, as well as annual reporting numbers
of HIPAA breaches and investigations, which are publicly
available for organizations to study. Many compliance and
technology resources are available to test systems, train in-
dividuals in HIPAA compliance, and help you strategize
compliance efforts if a plan ends up having a HIPAA breach
incident.

In a world full of new compliance obligations, plan spon-
sors should stay diligent and go back to the basics. Regular
training, continued education and even taking the time to
read articles such as this one will help keep plan sponsors a

step ahead! ]%2
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