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• Penetration testing
• Third party security controls
• Documentation
• What is being found?

Session Overview
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• Hackers: Stronger than ever
• Reasons: Ever-expanding
• Business Perception: Security = IT
• Problem: Resources (supply) < Demand
• Incidents: Not if, but when
• Cost of a Breach: Rising (dramatically)
• Clients: Expect security
• Legal/Regulatory: You are guilty until 

proven otherwise
• Perception: No one will target me

But First, What Is the 
Current Cyber Environment?

Let’s start 
here:
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Recent Incidents

72%
of businesses worldwide were 
affected by ransomware as of 2023. 
Source: Statista

8 out of 10
Organizations had at least one 
individual who fell victim to a 
phishing attempt by CISA 
Assessment teams. 
Source: CISA
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What Is the Current Cyber Environment?

Increase in cyber attacks on small and mid-sized businesses due to large businesses investing heavily in 
cybersecurity

Data Theft/Leakage is the new #1 incident impact making up for 32% of incidents. Extortion and 
Credential Harvesting are also common impacts of incidents.

Increase in malware infections spread by USB devices, PDF files, IoT devices, and malicious mobile apps.

Data privacy regulations continue to drive change in the cybersecurity landscape 

Valid accounts and phishing are now tied as the top initial access vectors. Obtaining valid credentials is 
easier for attackers to obtain their goals. 

Generative AI is currently being explored by cybercriminals to aid in cyber attacks. Expect to see increase in 
AI-enabled attacks as AI tools mature.

93% of CISOs expect an increase in their cybersecurity budget over the next year, yet 83% see cuts in other
departments, showing the prioritization of IT Security.
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Why Are Organizations Vulnerable?
People
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Penetration Testing
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“Penetration testing is a specialized type of 
assessment conducted on information systems or 
individual system components to identify 
vulnerabilities that could be exploited by 
adversaries. ... All parties agree to the rules of 
engagement before the commencement 
of penetration testing scenarios.” 

– NIST 800-53

What Is Penetration Testing?
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• Ethical hacking
• Agreements

– Defined scope
– Pre-determined length of time
– Point of contact, shared contact information
– Stipulations on what you can and cannot do

• Third-party systems

Penetration Testing vs. Hacking

P-ACCT5-9



Penetration Testing vs. Vulnerability Scan
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Pen Testing Methodology 
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• Network
• Wireless
• Web App
• Mobile App
• IoT
• Social Engineering
• Red team/Blue Team exercise

Type of Penetration Tests
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• Test existing security controls
• Discover weaknesses
• Compliance requirements
• Understand detective capabilities
• Areas to invest in security
• Outside perspective
• Save money

Why Are Penetration Tests Important?
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• Type of pen test (more likely a vulnerability scan)
• Unqualified pen testers
• No methodology or framework followed
• Not addressing your main concerns/areas of risk
• Don’t understand your line of business

Pen Testing Risks and Concerns
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• Find a good pen tester (referrals, skills)
• Methodology is important
• Follows a framework
• Qualifications and experience
• Understand your goals/outcomes of pen test

Pen Testing Recommendations
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Third-Party 
Security Controls
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Department of Labor Best Practices

Source: US Department of Labor
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1. Formal well-documented cybersecurity program
– Adopt a control framework
– Maintain and monitor controls

2. Conduct annual risk assessments
3. Have a reliable 3rd party audit of security 

controls.

DOL #1-3
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4. Clearly define and assign info sec. roles and 
responsibilities (information security policies)

5. Have strong access control procedures
6. Ensure assets/data stored in cloud are subject 

to appropriate security reviews (vendor 
management)

DOL #4-6
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7. Conduct periodic security awareness training.
8. Implement and manage a secure system 

development life cycle program (change 
management)

9. Business continuity, disaster recovery, and 
incident response

DOL #7-9
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10. Encrypt sensitive data—Stored and in transit.
11. Implement strong technical controls. 
12. Appropriately respond to past cybersecurity 

incidents.

DOL #10-12
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Documentation—
How It’s Used in the Audit and 

How to Understand the Audit Report
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Ready for Some Fun
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• Prime targets for cyber attacks
• 140 million participants in ERISA-governed plans
• Assets of $9.3 trillion
• Maintain significant amounts of sensitive data

DOL and Cybersecurity
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• Assess how controls of the IT environment can 
impact the financial statement audit
– Do they have cybersecurity policies and procedures
– Who has access to server rooms?
– Password policies
– Process of controlling data
– Assessment of service providers controlling data

Document, Document, Document
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SOC Suite
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SOC Suite
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• SAS 145
– Boarder strategic objective to converge

International Standards on Auditing (ISA)
– Enhances requirements and guidance on auditor’s

risk assessment (enhance audit quality)
– Address risk arising from use of IT environment

and controls
– Effective for audits on or after December 15, 2023 

(i.e., December 31, 2023 audits)

Statement of Auditing Standards 145
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• SAS 145 (continued)

– Key concepts are not fundamentally changing
– Requirement to assess control risk at maximum

if not testing controls for operating effectiveness
• Audit risk (AR) = Inherent Risk (IR) x

Control Risk (CR) x Detection Risk (DR)
• The higher the control risk, the lower the detection risk 

must be.
• This may require more substantive audit work

(larger sample sizes)

Statement of Auditing Standards 145
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• SAS 145 (continued)

– More focused assessment to identify and perform 
deeper evaluation of the controls (identified controls)

– New “Stand-Back”, drive an evaluation of 
completeness of auditor’s identification of significant 
classes of transactions, account balances and 
disclosures

– New guidance related to maintaining professional 
skepticism

Statement of Auditing Standards 145
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• SAS 145 (continued)

– Communicate to those charged with governance
– Additional testing necessary
– Costs should be considered in current year fee structure
– See SAS 145 Appendix F—Considerations for 

Understanding General IT Controls

Statement of Auditing Standards 145
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• The internal controls in place for cybersecurity 
should be monitored regularly

• The individuals responsible for enforcing
controls should be the ones to create/maintain 
cyber program

Internal Control Monitoring
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• Simply obtaining the SOC 1 report and placing it 
in the audit workpapers does not satisfy the 
requirements of Generally Accepted Auditing 
Standards (GAAS)

• Need to review SOC 1 report, and document 
findings or issues that could impact matters 
effecting the financial statement environment

Document, Document, Document
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Document, Document, Document
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Document, Document, Document
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• Assess whether these are reviewed internally by 
TPA or self-administered finance teams

• Communicate to those charged with governance 
if no review by internal finance teams

Document, Document, Document
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What Is Being Found?

P-ACCT5-37



• Pen test findings
• Access
• Vendors
• Asset inventory
• Asset management
• Change management

Overview of Common Findings
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• Weak passwords
• Default credentials
• Shared passwords

Common Pen Test Findings
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• Unauthorized Access
– Elevated permissions
– Access not granted using “least privilege”
– Poor segregation of duties
– Terminated users with lingering access

What are the risks associated?

Common Cybersecurity Findings
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• How are employment changes communicated?
• Who has access to what? 
• Are user access reviews performed? 

If so, what is the process?

Considerations for Access
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• Elevated permissions
– Users may have administrative access that is not 

needed, or have access to folders, systems, or 
applications that are unnecessary

Common Findings—Access

REMEDIATION: 
• User access review (annually minimum)
• Concept of least privilege application
• Activity may be unmonitored, logged but not 

reviewed, etc.—Define actions that require review
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• Poor segregation of duties
– Users may have conflicting access

• Code development
• Financial application access permissions

Common Findings—Access

REMEDIATION: 
• Segregate duties where possible 
• Implement reviews/alerting
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• Terminated users with lingering access
– Users who have been terminated may still have 

active accounts to applications
– Key card/badge not returned, disabled

Common Findings—Access

REMEDIATION: 
• Implement access policy and procedure
• Automate termination processes
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• Vendor management
– Vendor onboarding
– Vendor contracts
– Vendor management/annual review

What are the risks associated?

Common Cybersecurity Findings
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• Vendor onboarding
– Vendors are hired without vetting process
– Contracts do not contain security requirements, 

no recourse for issues

Common Findings—Vendors

REMEDIATION: 
• Vendor onboarding policy/procedure
• Vendor contractual requirements/contract reviews
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• Vendor management
– Management may not be aware of all vendors 

with access to systems
– Understand high risk vendor access
– Review and oversee vendors

Common Findings—Vendors

REMEDIATION: 
• Vendor management system/program

– Third-party risk management
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• Assets are not inventoried/tracked
• Assets are unprotected 
• Lost/stolen without knowledge
• Not aware of what devices are accessing network
• Shadow IT

Common Findings—Asset Inventory

REMEDIATION: 
• Asset inventory solution
• Network scanning
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• Security agents not being fully deployed
• Devices unmonitored
• Devices not being patched

– Problem comes back to losing visibility into devices

Common Findings—
Workstation and Server Security

REMEDIATION: 
• Asset inventory/visibility
• Patch management
• Antivirus management
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• What stops unauthorized changes from being 
implemented?

• Overreliance on segregation of duties
• Change logs can be very difficult to make sense of

Common Findings—Change Management

REMEDIATION:
• Change deployment alerting
• Review and approval process
• SDLC
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Your Feedback 
Is Important. 
Please Scan 

This QR Code.

Session Evaluation

Key Takeaways
• Pen testing—A great way to understand 

your environment’s vulnerabilities, and 
validate security controls

• Third party security controls are important 
to understand and review 

• Documentation is necessary for audits to 
be in compliance with GAAS

• Understand how to remediate common 
findings
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